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BACKGROUND

Rivest Cipher 4 (RC4)

* Wide application in network protocols

»Speed and simplicity
» Easy to implement

»Used in SSL, TLS, WEP, WPA and Microsoft Windows
* Development of many attacks

» e.g. Bias Attack [1]

MOTIVATION

* RC4 still used in WEP and Microsoft Windows up to date [2] @

* GOAL: Prove the insecurity of RC4 with new forms of

mathematical analysis

* TOOL: Integer Quadratic Programming Solver

» Efficient

»Second least complex class in the hierarchy of convex | .

optimisation problems

What is an Integer Quadratic Programming Problem?

Inputs:

1. Quadratic Objective function of the following

form:

Function is maximised or minimised
n—1 coefficient
f(XU, . ,Xn_l) = [ dj j XX + bixi + C
el — S
i,j=0
n is the number of variables
X, X1, X3 ..., Xn_1 Qre integer variables

Output:
1. (ty,...,t,—1), where (t,,..

and all constraints are satisfied

., th_q) are
the values of the variables (xg,..., X,—1)
when the objective function is optimised

Example: 5 , 1 Objective
Constant f(xg,xl,xz) = Xxo + X1 ]' Function
O=x =1 } Constraints
X1+ x; =3 |

2. A set of linear constraints with the following form:

n—1 coefficient
L] dixi +e<0

i=0

GOAL:
‘known-plaintext
attack’ to derive

key when initial and
final state is known.
Final state is given
while Initial state is
standard.

EXpr

Constant
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Inputs:
1. Objective Function:

n—1

N2 _ in2+ _n2_|_,_,_|_:““ N N2
0 (fsSm—Sm)” = (fSo —so)“+(fs1 —s1) (fSn—1 — Sn-1)

m=0

ing KSA

Solver

(tg, tl! t2) = (05053)

(Known) Final State

= =

\\ ,’/l
The objective function is to be minimised. Derived Final State

2. KSA Algorithm

f constrain

From the pseudo code, all arrows can be converted to equality signs. This is with the
exception for the 3 line ‘SWAP’. Why?

1. Mathematical expression would be non valid; two different values to the same variable.

0

Sl =, ok = g anel ok = 5

2. Solver is unable to solve when there are variables in the subscript of the terms.

Eg.Ifi =0andj
E.g. sit
4 i+1 i+l i+l i1 )
.SI Sm »S2 ) Smmll

i+1 L
SiT < Sjia
i+1

S!I-

L
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“«— Sa,Si,Sé, "'JS':I—I @

i
= S.; =S
Jir1+1
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/ If any one of the following main\

criteria are met, a, =1, else a
1Whenm =iand B = j'*!
2Whena = j"*  and B =i

QWhen @=pa&+iandm # j*!

+1
ap =0

/Sub criteria
lL.a=i2 g =j
B.a=j"*1 a4 =i

%
4

\_
L

i
(ji+ sf +k) mod n

Forp=0,..,n—1

N

n—1
i+1 _ i+1oi — i+l i+l i+1 i
=0 aggSa= Ayp Se + ai,g Sw + ...+ Ap—1,8 St
a=0
where afjﬁ}l are decision variables )

i+1 i+1

Let u}, g1 Ug g2 andu, s 5 be variables that indicate\

if each of the criteria are being fulfilled.

E.g. If criteria 1 is being fulﬁlInta-dj,u:.f;’}},l =1 else,

i+1
ua’B’l =0

i+1 __ . i+1 i+1 i+1
Thus, Ag.g = Ug,p 1 \futﬁ,wg’2 Vua’m

/

i+1 i+l i+l it il
et Va,ﬁ,l }valﬁjzIvalﬁl:ﬁ!vayﬁy‘q"v“:ﬁ:}s’

indicate if each of the sub criteria 1-5 are fulfilled.

be variables tha

£)

. ; 1whena =i
— . o1+1 E. _1]”+1_ = [

kS.a-BG.a:ﬂ?.a;&] L &Va,p,i Db o =
s ) . . ~

Thus, UeB1 = Vapi ANVag

i+1 i+l i+1
Uggr = Vaps NVaga
i+1 i+l +1 41
9 Ugps = Vaps A1 —vg )A(1—vy755) y
Conclusion

In this work, we managed to successfully model KSA of the RC4 cipher into a convex IQP problem.
We overcame the challenge of KSA not fulfilling the structure of an IQP problem, by expressing it
as mathematical expressions before linearising the constituting operators. Thus, we proved that

given the final state, an attacker would be able to derive the key.

NOVEL CONTRIBUTIONS

We expressed the Key Scheduling Algorithm (KSA), one of the two
algorithms making up RC4,

as mathematical expressions

* We compiled and devised linearisation techniques for all five nonlinear KSA
operators. (bitwise AND and OR, mod, a class of piecewise function,
multiplication of a binary and nonbinary variable.)

* We consolidate these techniques, producing a fully linear expression of KSA

Using this, we were able to model the entire KSA as an IQP problem

What is Key Scheduling Algorithm?

Key Scheduling Algorithm (2
4 loop number where term 8 BLIE (7.4
is first introduced jl'<0 -
element placing of element in tuple 0 o L”'t'al State

_ for each loop number ) S0 S1» s Sn—1 <—IO, 1,.., H;ul

‘SWAP’ For/=0, .., n-1 Integer between 1 and 256
Each s variable in the new loop is assigned ji+1<— U.i_l_ g +k':) mod
to the variable introduced in the . . ) L . .

) ] ) gltl o141 i+l gltl ol ol ¢l gl
previous loop with the same subscript. 0 »°1 »22 »eron-l 0r°1»22s *+»°n—1
Exception occurs when subscript is i or ji1 5WAP.< sitl s}:':m
When the variable introduced in the new i1 ;
loop has subscript 7, it will be assigned the - Sji+1 5

value of the variable introduced in the
previous loop with subscript j

versa.

Output:
1. Key, k

* Bitwise AND (A)

Goal: Derive a set of linear
constraints that forces z to be
equaltox A y, givenx,y =
0 or 1.

First, weset0<z<landz € Z

Using constraints,

i1+l 3nd vice

Problem: Solvers for IQP
problems do not accept
KSA as pseudocode as

0 1,1 n—1
(k" k%, ... ) constraints

1. Not valid
mathematical
equations

2. Nonlinear

Return &, giate (tuple of length n(n+1))

How to use Integer Quadratic Programming for Key Scheduling Algorithm?

How to get KSA to be expressed as Linear
Constraints?
1. Express KSA Algorithm as a set of equations
2. Find techniques to replace nonlinear
mathematical operators used in equations
with linear constraints

3. Apply techniques to the set of equations

Linearising mathematical operators
Bitwi

There are now 8
possible sets of values
X, ¥y and z can take.

X Ay =2z onlyfor
points in blue (A,B,C,D)

Points E, F, G lie above
one of the blue planes.
To exclude Points E,F,G,

we use constraints:
zZ < < X

Only point H lie under
the red plane.

To exclude Point H, we
use the constraint:

0<z<1
Z €L
z<landz <0
z=214+0-1
Thus,z=0

Other work done

We linearised bitwise OR as well as the multiplication of a binary and nonbinary variable
using similar methods. We were then able to write out a general form of a fully linear
expression of KSA and thus a general form for modelling KSA as an IQP problem.

RC4 Piecewise Function
Goal: Derive a set of linear constraints that

forces z to be equal to either 0 or 1 according to

the following form of piecewise function:
/-

1whenx =y A

V= Owhenx +y

where0 <x<g9,0<y<gandx,y € Z

_Jlwhenx—y =0
~ Owhenx—y +#0
\Where —g<x—y<gandx,y €L

(%

Let g=3 v
All possible s e
points ﬂ/ | \
(A to G) are afilild
plotted.

A, D, G expressed in terms of g are A(—g,0),
D(0,1), G(g,0). Thus, we have the constraints:

v<s1-=2 (Point is under line AD) | Ambiguous

g |
. Case:

v<1+X2 (Point is under line DG) |
g When

v = 0 (Point is above line AG)
VvV ELZ

=0,
or1l

X—Yy
v=20

i risin
When a
Forcesxntobe g = b — xn

highest multiple {0 <a<n-1

: . b
b mod n, a is the remainder of -

of nwhile0 < a x €T
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